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Abstract: Today, organizations are using |oT devices to
accurately collect real data and make better business decisionsto
increase customer satisfaction. The data collected should be
stored and stored in a well-designed storage system, which
encourages companiesto review their data storage infrastructure.
The company needsto store data created by the | nternet of Things,
and that data grows exponentially, forcing 10T to think about
cloud storage for data storage. Security issues are a major
concern when handling and processing data in DI and cloud
environments. Secure integration of 10T and cloud computing,
and introduced a model to ensure this integration. The secure
database of any 0T operating system was suffers from poorly
protected read and write functions, which limits data storage on
any loT platform. In addition, clouds can provide space to store a
wide variety of data that plays an important role in the world of
cyber security. However, large centralized systems operating in the
cloud are also very vulnerable due to their power, so they can be
transformed into a kind of double-edged sword. In this paper, we
proposea nove securelightweight authentication schemefor data
storage (SLA-DS) in 10T and cloud server. The SLA-DSintegrates
10T and cloud technology combination which mainly focuses on
security issues.
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. INTRODUCTION

It is now common for smart objects to connect to the

Internet, exchange data and information, and interact with
users and other devices. These products are found in various
fields such as heath monitoring, telecommunications,
automation, transportation, geriatrics and child care. [1][2].
This collection of associated substance is denominated
Internet of things (IoT) [3]. 10T is not just a machine or
network; it is an excellent and physical object that integrates
technology for communication inside and outside the home.
loT defines an ecosystem that includes topics,
communications, applications, data analysis, business
opportunities, and innovation. [4]. |oT citizens can interact
with codons, connect smart objects, interact in different
contexts, use different protocols, and integrate the natural
diversity of the environment [5]. Websites are created to
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explore and improve web solutions, such as the KNT
meta-operating system, which focuses on integrating existing
technology and software into |oT operating systems [6].
Nowadays, companies use 10T devices in rea time and
constantly collect data to make better business decisions to
increase customer satisfaction. The company needs |oT data
storage, and this data is growing significantly, making 10T
think about storing data in cloud memory. 10T data storage
cloud is an important choice as various companies value or
understand this information [7][8]. Cloud memory has many
advantages over storing loT data on campus. Data
management and storage management is a problem for the
cloud provider, so use only computer services. The cloud is
the best repository for storing and processing |oT data, but
there are problems with using the cloud for 10T data storage.
Cloud memory security isanimportant and vital issue[9][10].
Data collected from |0T devices are often very sensitive or
very sensitive to organization. When using cloud memory,
companies are concerned about cloud security issues. Many
articles discuss complex issues such as secure packet sharing,
short message authentication, 10T security issues,
compromise attacks, layer attacks, and news content filtering
[11][12]. In addition, loT and cloud computing systems are
considered independent units in most works. Integrated Data
System - Unlocks the structure of an encrypted array journal
for delayed updates and multiple data recovery [13]. 10T uses
secure cloud storage services and bloom filters based on
visua dataretention[14]. The Data Integrity Check Systemis
based on a short signature process (Z signature) that supports
confidential trusted third party (TPA) confidentiality and
public auditing [15]. During the signing process, the hash
function is effectively reduced by reducing the invoice.
Efficient and secure use of KNN request for datanot stored on
semi trusted cloud servers [16]. An enhanced policy-based
puncturable encryption (P-PUN-ENC) [17] Cloud is the
oldest and most secure data automation softwarein 1oT. This
alows data owners to dtrategicaly, accurately and
permanently delete isolated 10T data without the need for a
cloud server. CECS Secure Data Recovery and Sharing
Software allows users to create and manage private and
private key pairs Field servers are needed to manage users
private keys and to install community search keys to obtain
secure, efficient and flexible data [18]. The CP-ABE based
storage model is used for cloud storage for data storage and
loT applications. Cloud System Character Management
Module (AAM) acts as an agent providing effective access
control and significantly reduces the cost of public key
collection overhead. [19].
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DTLSevaluates protected copy controlled 0T devicesand
the three CAP security systemsin the cloud and cloud related
loT systems[20].

[I. LITERATURE SURVEY

Zhou et a. [21] have presented 10T based configuration
validation program for cloud servers. It not only eiminates
computational loading, but aso creates software for
resource-controlled objects such as sensors or 10T devices.
Proper verification provided by Proverb ensures the security
of a specific authorization program. Authentication program
proves that it is protected from various attacks and
simultaneoudly gains important security features such as user
audit, cross-authentication and session security.

Alzubi et a. [22] loT Schroder has developed the
cost-effect in-tech Mac learning (HNS-CODML) system,
which aims to quickly synchronize and enhance data sent
through the cloud. First, the FSA network model represents
the state and changes. The status here indicates the current
state of the device and changesin device performance. During
each session, the XORed function creates a basic layout using
the hash tag Fair-shredder, which reduces the average running
length and interacts with the individual parts of the output
line. Finally, Cost Optimized Deep Secured (CODS) data is
transmitted based on the expected and unpredictable value of
theflag. Based on these two flags, it issaid that there will bea
secure transfer with low transmission costs and overhead
costs.

Kavin et a. [23] have proposed a CRT-based protected
storage program adopts fresh formula which introduces a
second encryption program that uses the second encryption
formula and the new cloud data encryption formula.
Additionally, the team introduced a new formula with key
generation functionality for retrieving encrypted datafrom the
cloud onacloud server. Evaluatesthe performance of security
models through analysis of professional results. Finally, the
data protection model is better than other existing models. Xu
et al. [24] have presented an Attribute-based access control
system for the IoT cloud introduces an effective
attribute-based encryption program that allows the data owner
to effectively manage data user certificates. Users can open
the encryption key on a particular computer, and secret users
can analyze the security of our program using appropriate
resources and perform teststo show the high performance of a
particular system. Xiong et al. [25] have proposed a key
derivation encryption (KDE) algorithm is used to create a
secure data deletion (SDDK) program for 10T devices. KDE
algorithm for creating a node key tree, generating data keys,
encrypting user-sensitive data, and managing keys based on
the false fish memory array structure. SDDK program
integrates cyber text, partia volume deletion, and key
deletion after data extraction, and then securely deletes data
on loT devices. Thirumalai et al. [26] have proposed a the
public key exponent secure scheme (ENPK ESS) recommends
the effective and comprehensive use of the non-linear deposit
equation to provide further protection against lateral channel
attacks such as time attacks. This program has three-phase
encryption and two-phase encryption, and other programs
such as ESR and RSA have encryption and encryption levels.
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For thisreason, itisvery difficult to establish the secret key of
our society. Our algorithm is best suited for a secure cloud
environment using the Internet of Things (1oT). We also used
the NAP method to encrypt ENPKESS keys to ensure high
security on cloud computers.

Sengupta et a. [27] have proposed a Cloud Toilet Assist
Integrated e-Health Architecture aims to access live data
using this e-Health Architecture cloud via loT. Within this
framework, implement a health datamanagement plan to store
large amounts of health data and meet the health data needs of
the end user. They used the NoSQL based model to store
hedlth data. The performance of a particular model is
calculated based on data transfer time, power consumption,
request response time, and data packet loss. Finadly, the
evaluation results of our particular model are comparable to
the performance of a cloud-based e-health system, justifying
the fact that our specific model applies to cloud-based
e-health solutions. Wang et a. [28] have proposed A secure
health monitoring framework that integrates NDN-based 10T
and cloud computing. The NDN program uses this framework
to improve the efficiency of medical data recovery, and uses
cyber text and signatures to ensure the security of medical
data transmission. The performance of the frames is
evaluated. Delays and costs in obtaining medical data were
reduced by 28% and 52%, respectively. The security features
of the proposed program are similar to the current method, as
the proposed program uses a medica encryption method,
such as the Advanced Encryption Standard, to safely
distribute medical programs.

1. METHODOLOGY

Machine learning (ML) techniques severely rely on the
data. Once data is gathered, it is integrated for training,
validation and test datasets. The dataset used in creating the
ML model is often represented as training data and labels
which are related with training data if the user is aert of the
data description. Here we analyze different machine learning
technique for improving both dataaggregationin 0T and data
storage in cloud server. Where ML act as a fundamental
component of 10T and cloud platform. Machine learning is
used to provides fast results with device connectivity and
management. It also helpful for application enablement and
integration, streaming analytics, and a model for deployment.
It also expands the supports for the cloud, on-premises and/or
at the edge. Machine Learning is intended to help us to
develop new machine learning models through existing ML
model. AutoML provides precise machine learning model to
be selected based on our data, whether that can be past data
warehoused in big data records or working device data
captured on the loT platform. Tensorflow, Keras, Scikit-learn
used for developing machine learning models. 10T Machine
Learning permits the models to be developed in different
framework of data science domain. These models can be
transformed into industry-standard formats using FOSS in
loT.
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It also provides accelerated training and inference for large
amount of data. loT-ML is imported from different
framework of data science frameworks or the data generated
by 10T device itself, these models are deployed directly on to
the cloud platform or at edge device single click. The working
models can be easily managed and monitored for data
aggregation. It also allows quick updating based on generated
data patterns. These tested and verified models are
immediately made available for deployment in cloud-loT
platform.Multi-Dimensional Access Control (MD-AC) can
be used in a clean environment to maintain the privacy of 0T
services. This software helps in dynamic authentication and
cloud computing for many officers. Test results indicate that
MD-AC can assess access requirements during reasonable
and acceptable processing. Due to the more complex test
conditions and larger transactions, the average encryption and
encryption time are 18 and 10, respectively. In addition,
specific projects were studied and compared with recent
complex projects. The results show that a particular program
isfast and powerful against various known attacks [29].

lightweight secure audit cloud memory with data dynamics
supports multiple update functions that improve security
feature. Data Dynamics algorithm offers approval time and a
second source time which provides new statistics on deep
memory that can be easily verified through apublic audit [ 30].
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The lightweight authentication mechanism for securing
cloud-based loT environment (LAM-CloT) to address
security issues needed for it. Rigorous LAM-CloT security
analysis using the ROR model, systematic security testing
using the AVISPA tool, and informal security suggest that
LAM-CloT can withstand many well-known attacks.
LAMCIOT supports the addition of a new IoT sensor to the
network after the initial installation, as well as the password
setting and the biometric update phase. An unclear extraction
mechanism is also used at the end of the user for loca
biometric verification. LAMCIOT is systematically analyzed
for its safety zone and adequately protected using a widely
accepted "true or random" model [31]. Here we propose a
secure lightweight authentication scheme for data storage
(SLA-DS) to improve security issue, resulting from
integration. Initially hybrid sign encryption-based KDE
algorithm is used to generate data key for each user, which
enhances the key management process. It also provide data
encryption and decryption technique for secure transmission
of messages from |oT nodes to cloud server and vice-versa.

To make use of novel lightweight authentication scheme
i.e. N-SUPREME which identifies correctness of data
arriving from correct node.

Model
Learning

loT Nodes-1

loT Nodes-2

loT Nodes-3

Figure-1: Secure lightweight authentication scheme for data storage (SLA-DS)

Figure-1 depicts the fundamental structure of Secure
lightweight authentication scheme for data storage where [oT
nodes generate data, these data collected and managed by
N-SUPREME master node. The main function of master node
is to monitored the data retrieving from the authorized 1oT
nodes or devices which are computed localy. After
authorization appropriate al data is collected at data

collection module. The feature extraction will be carried out
on collected data where raw data is transformed to numerica
attribute.
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These attributes are utilized for data processing which
generates meaningful information. This information is again
used for model learning where we use training sequence of the
data. Based on the training sequence a model is generated
which is tested in the validation phase. After completion of
validation phase, a secure key generation technique KDE
algorithmisused to transfer the data to the cloud storagein an
encrypted form. The data is again retrieved back by
decryption the information through KDE algorithm and
sending back to sensor nodes through master node device.

IV. CONCLUSION

Cloud-1oT connects a huge number of nodes and edge node
which will lead to a huge amount of data to be monitored and
managed. In this paper, we proposed a novel secure
lightweight authentication scheme for data storage (SLA-DS)
in 10T and cloud server. The SLA-DS integrates IoT and
cloud technology combination which mainly focuses on
security issues. This scheme can be evaluated using both NS2
and Net beansfor the loT network data gathering, aggregation
performance analysis and cloud storage performance analysis
respectively. This scheme ensures that only valid users can
access data and the services provided by the cloud platform
that engages in attribute-based encryption technique to
preserving data integrity and privacy of the network. The
communication messages between the server and node travel
through secure channel in an encrypted format which enables
for the user to keep his information secure. Here data
encryption and decryption overhead have been increased by
this scheme but this can be reduced further in future by
advanced lightweight deep neural network (Q-DNN) scheme
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