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Security on Dynamic Source Routing Protocol
Using Onion Routing Encryption
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Abstract-Security in mobile ad hoc networks (MANET) is
difficult to achieve, notably because of the vulnerability of
wireless links, the limited physical protection of nodes, the
dynamically changing topology, the absence of a certification
authority, and the lack of a centralized monitoring or
management point. In this paper, we embed an efficient
asymmetric encryption strategy to protect and ensure anonymity
for source routes when employing a source routing protocol. The
base protocol used for source routing is DSR and to prevent DoS
attack which occurs by modifying source route an onion based
asymmetric key approach is embedded.

Keywords: DSR, DOS Attack, MANET, Onion.

I. INTRODUCTION

A mobile ad hoc network [MANET] is a temporary
infrastructure less network, formed by set of wireless mobile
hosts that dynamically establish their own network on the
fly, without relying on any central administration [1].
Mobile hosts used in MANETSs must ensure the roles that
are ensured by the powerful fixed infrastructure in
traditional networks. This is a challenging task, since these
devices have limited resources (CPU, storage, energy, etc.).
Moreover, the network’s environment has some features that
add extra complications, such as the frequent topology
changes caused by nodes’ mobility, as well as the
unreliability and the bandwidth limitation of wireless
channels. The security of communication in ad hoc wireless
network is very important, especially in military
applications. The lack of any central coordination and
shared wireless medium makes them more vulnerable are
generally classified into two types: passive and active
attacks. Passive attacks refer to the attempts made by
malicious nodes to perceive the nature of activities and to
obtain information transacted in the network without
disrupting the operations[10]. Active attacks disrupt the
operations of the network. Those active attacks that are
executed by nodes outside the network are called external
attacks, and those that are performed by nodes belonging
make it much more difficult to keep its security as compared
to the infrastructure based networks [3].

1.1 Routing Protocols

A routing protocol is needed whenever a packet needs to be
transmitted to a destination via number of nodes and
numerous routing protocols have been proposed for such
kind of ad hoc networks[6]. These protocols find a routefor
packet delivery and deliver the packet to the correct
destination. The studies on various aspects of routing
protocols have been an active area of research for many
years.
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Many protocols have been suggested keeping applications
be broadly classified into two types as (a) Table Driven
Protocols or Proactive Protocols and (b) On-Demand
Protocols or Reactive Protocols[9].

1.1.1 Table Driven or Proactive Protocols:

In Table Driven routing protocols each node maintains one
or more tables containing routing information to every other
node in the network. All nodes keep on updating these tables
to maintain latest view of the network. Some of the existing
table driven or proactive protocols are: DSDV, DBF, GSR,
WRP and ZRP[8].

1.1.2 on Demand or Reactive Protocols:

In these protocols, routes are created as and when required.
When a transmission occurs from source to destination, it
invokes the route discovery procedure. The route remains
valid till destination is achieved or until the route is no
longer needed. Some of the existing on demand routing
protocols are: DSR, AODV and TORA[8][9]..

1.1.3 Dynamic Source Routing (DSR) Protocol

This is an On-demand source routing protocol. In DSR the
route paths are discovered after source sends a packet to a
destination node in the ad-hoc network. The source node
initially does not have a path to the destination when the
first packet is sent. The mobile nodes are required to
maintain route caches the source routes of which the mobile
is entries in the route cache are continually updated which
store the complete list of IP addresses of the nodes along the
path towards the destination. DSR is a source routing
protocol, i.e. the complete route is given in the header of
each packet. The basic procedure of DSR[4].

A. Route discovery:

If the source route entry towards a destination is not present
in the route cache, a Route Request packet is broadcast
throughout the MANET. Before the intermediate node
forwards the packet, it appends its own IP address in a list in
the request packet. When the destination receives the packet,
the request packet has accumulated the path from the source
to the destination. Then the destination performs another
route discovery to find the route towards the source if the
underlying  MAC layer supports unidirectional links;
otherwise, it just reverses the source route recorded in the
request packet. In either way, a Route Reply packet which
contains the route from the source to destination is sent back
to the source. After the procedure of route discovery, both
the source and destination have the source route towards
each other[8].

B. Route maintenance:

Unlike proactive routing protocols and AODV mentioned
below, no periodic HELLO message is introduced in DSR.
Every node along the path is responsible for the validity of
the downstream link connecting itself and the next hop in
the source route, which could be detected by MAC layer or
DSR specific software acknowledgement. If link breakage is
found, the source of the route will be notified
with a Route Error packet.

Published By:

Blue Eyes Intelligence Engineering
and Sciences Publication (BEIESP)
© Copyright: All rights reserved.

Exploring Innovation


http://www.ijeat.org/
https://www.openaccess.nl/en/open-publications
http://creativecommons.org/licenses/by-nc-nd/4.0/

Security on Dynamic Source Routing Protocol Using Onion Routing Encryption

The source then re-initiates a route discovery procedure.
Route cache is widely adopted in DSR. For example, the
intermediate nodes cache the route towards the destination
and backward to the source.

C. Benefits and Limitations of DSR

The main benefit of DSR protocol is that there is no need to
keep routing table so as to route a given data packet as the
entire route is contained in the packet header. The
limitations of DSR protocol is that this is not scalable to
large networks and even requires significantly more
processing resources than most other protocols. Basically, In
order to obtain the routing information, each node must
spend lot of time to process any control data it receives,
even if it is not the intended recipient. In DSR contain all
information in header that’s why DOS attack is occur .for
security purpose | have embedding onion routing encryption
to prevent route modification attacks and check availability
and integrity [4].

Il. DENIAL OF SERVICE ATTACK

Denial of service (DoS) is another type of attack, where the
attacker injects a large amount of junk packets into the
network. These packets overspend a significant portion of
network resources, and introduce wireless channel
contention and network contention in the MANET. routing
table overflow attack and sleep deprivation attack are two
other types of the DoS attacks. In the routing table overflow
attack, an attacker attempts to create routes to nonexistent
nodes. Meanwhile the sleep deprivation attack aims to
consume the batteries of a victim node. For example,
consider the following .Assume a shortest path exists from S
to X and C and X cannot hear each other, that nodes B and
C cannot hear each other, and that M is a malicious node
attempting a denial of service attack [2].

Suppose S wishes to communicate with X and that S has an
unexpired route to X in its route cache. S transmits a data
packet toward X with the source route S --> A -->B --> M -
-> C --> D --> X contained in the packet’s header. When M
receives the packet, it can alter the source route in the
packet’s header, such as deleting D from the source route.
Consequently, when C receives the altered packet, it
attempts to forward the packet to X. Since X cannot hear C,
the transmission is unsuccessful.

SoAo Bo MeCo Do X

Figure 1Denial of Service

I1I.RELATED WORKS

Michael Backes [3] presenting a security definition (an ideal
functionality) for the OR methodology in the universal
composability (UC) framework. We then determine the
exact security properties required for OR cryptographic
primitives (onion construction and processing algorithms,
and a key exchange protocol) to achieve a provably secure
OR protocol. We show that the currently deployed onion
algorithms with slightly strengthened integrity properties
can be used in a provably secure OR construction. In the
process, we identify the concept of predictably malleable
symmetric encryptions, which might be of independent
interest. On the other hand, we find the currently deployed
key exchange protocol to be inefficient and difficult to
analyze and instead show that a recent, significantly more
efficient, key exchange protocol can be used in a provably
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secure OR construction. In addition, our definition greatly
simplifies the process of analyzing OR anonymity metrics.
We define and prove Forward secrecy for the OR protocol,
and realize our (white box) OR definition from an OR
black-box model assumed in a recent anonymity analysis.
This realization not only makes the analysis formally
applicable to the OR protocol but also identifies the exact
adversary and network assumptions made by the black box
model.

E. Mohammadi ,Goldberg, Stebila and Ustaoglu [3] the
onion routing (OR) network Tor provides privacy to Internet
users by facilitating anonymous web browsing. It achieves
anonymity by routing encrypted traffic across a few routers,
where the required encryption keys are established using a
key exchange protocol. Goldberg, Stebila and Ustaoglu
recently characterized the security and privacy properties
required by the key exchange protocol used in the OR
network. They defined the concept of one-way authenticated
key exchange (1W-AKE) and presented a provably secure
1W-AKE protocol called ntor, which is under consideration
for deployment in TOR. In this paper, we present a novel
1W-AKE protocol Ace that improves on the computation
costs of ntor: in numbers, the client has an efficiency
improvement of 46% and the server of nearly 19%. As far as
communication costs are concerned, our protocol requires a
client to send on additional group element to a server,
compared to the ntor protocol. However, an additional group
element easily fits into the 512 bytes fix-sized Tor packets
(or cell) in the elliptic curve cryptography (ECC) setting.
Consequently, our does not produce a communication
overhead in the Tor protocol. Moreover, we prove that our
protocol Ace constitutes a 1W-AKE. Given that the ECC
setting is under consideration for the Tor system, the
improved computational efficiency, and the proven security
properties make our 1W-AKE an ideal candidate for use in
the Tor protocol.

IV. PROPOSED WORK

This work is about to secure the dedicated route and detect
the Malicious Attack if any in case of MANET. In this
research we are presenting the complete work with onion
routing and encryption using DSR Protocol. It analysis of
existing methodologies to secure the whole network and
defend MANET against the route modification attack/dos
attacks. According to this approach if a source node wants to
a send the packet to destination node. Only the source node
knows the address of its successor node, not to next, next
node. Like a hidden technique, or like a when we peel of
onion layers[4]. Then we present the mechanism by using
asymmetric cryptography using RSA algorithm. In the
following discussion we assume that the initiator S performs
a route discovery for the target D, and that have own private
key for decryption and encrypt using individuals public key
they are different, respectively the detect the DOS attacks.
The complete work is defined in terms of some stages
Which kind of Network can be used to perform the
communication? How many nodes are sufficient to define
the proposed work? Which cryptographic algorithm will be
used to match the used? How the problem will be resolved.
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Which environment should be implementing to find the
solution of the defined problem? Using DSR Routing
Protocol to prevent the route modification attack /DOS
attacks using RSA algorithm implementation. To find the
route between different node. Using onion routing
encryption for securing the route by using asymmetric
cryptography. How the result will be analyzed as the works
begin with defining the answers of the above said questions
and a complex research solution is obtained that provide us
a reliable communication over the network.

4.1Embedding Onion Routing in DSR to Prevent DOS
Attack

In Onion Routing purpose the use of an efficient asymmetric
encryption strategy (private key and public key) to protect
and ensure anonymity for source routes when employing a
source routing protocol. This strategy consists of encrypting
a discovered source route during route discovery in an
onion-like form, and transmitting data packets using this
onion encrypted route. During the route reply (respectively
request broadcasting) phase, each node adds its address to
the next (respectively previous) portion of the discovered
route, and encrypts the outcome using the public key of the
previous node (respectively its own public key). In this
manner each node will be able to only read the next hop
when data packets are transmitted, and not any other. The
onion encryption of a discovered source route (nO,nl, ...,
nk) is performed during the reply phase as follows: nk ID is
encrypted with Pnk-1 (the public key of node nk-1),the
result is denoted by [nk]Pnk-1; at nk-I this outcome is
concatenated to nk-1 ID and encrypted with Pnk-2: [nk—
1,[nk]Pnk-1]Pnk-2, and so on until reaching the source’s
successor(nl). The outcome of all these operations is the
following onion encrypted source route: [nl, ..., [nk-1,
[nk]Pnk-1]Pnk-2 ...JPn0. This encrypted route will be used
to route each data packet. Node nO decrypts the route and
gets nl address, to which it transmits the packet; the
remaining part is encrypted with pnl and cannot be
deciphered by nO. nl1 does the same thing and routes the
packet, and so on until reaching the final destination.
Assume a discovered source route (B, C, D), which connects
A to D, is to be used by A to transmit a data packet [9].The
onion-encrypted sequence of this route is: [B, [C [D]PC]
PB]PA. When decrypting the route with its own private key,
node A retrieves B’s address, to which it transmits the
packet. The other addresses (C, D) are hidden to A, and
cannot be deducted since they are asymmetrically encrypted
(assuming the asymmetric encryption mechanism is robust).
Identically, B (respectively C) gets C’s (respectively D’s)
address, using its own private key, to which it forwards the
packet. This mechanism ensures that each node is only able
to identify its successor, where the rest of the route is kept
anonymous. Consequently, DoS attack by modifying source
route is prevented. When combined with authentication, this
mechanism is powerful and efficient, but it suffers from
high computation cost[4][5].

[A,uA[B,uB[C,Uc[D]11],DATA

Remaining source route

Fig2 forwrading a packet using onion routing encryption
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V. SYSTEM MODEL

Scenarios With Framework Of Nodes :The MANET’s
comprises of frame of nodes. The Output shown that when
basic network frame, and Node frame structure.

Figure3 framework of nodes

5.1 Simulation Scenarios With Framework Of 3 Mobile
Nodes

The MANET’s comprises of 3 mobile nodes. Where the
source S is sending the packet to destination node C and
source uses own private key to decrypt the node A packet
and A has own public key. Then node A using his private
key to decrypt the node B packet and so on. This simulation
is done when we implemented Onion Routing Encryption
time taken for sending and receiving the packet is 1.56
seconds

Yotal Time: 1.56 seconds

Figure4 Simulation Scenarios with the 3 Mobile Nodes

5.2 Simulation Scenarios With When Malicious Activity Is
Attack

The MANET’s comprises of 4 mobile nodes. Where the
source S is sending the packet to destination node D and
source uses own private key to decrypt the node A packet
and A has own public key. Then node B has act as an
attacker but due to onion encryption it cannot change route
because has no key to decrypt the route to alter, This
simulation is done when we implemented Onion Routing
Encryption time taken for sending and receiving the packet
is 2.317 seconds.
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Figure5 Simulation Scenarios with the 4 Mobile Nodes

5.3 Simulation Scenarios With Framework Of 2 Mobile
Nodes

The MANET’s comprises of 2 mobile nodes. Where the
source S is sending the packet to destination node B and
source uses own private key to decrypt the node A packet
and A has own public key. Then node A using his private
key to decrypt the node B packet and so on. This simulation
is done when we implemented Onion Routing Encryption
time taken for sending and receiving the packet is 1.03
seconds.

4737455185288606

bbcBlba3g4c9sscs

Figure6 Simulation Scenarios with the 2 Mobile Nodes

5.4 Simulation Scenarios With Framework Of 3 Mobile
Nodes Without Encrypted Route

The MANET’s comprises of 3 mobile nodes. Where the
source S is sending the packet to destination node C and
source uses own private key to decrypt the node A packet
and A has own public key. Then node A using his private
key to decrypt the node B packet and so on. This simulation
is done when we implemented Onion Routing Encryption
time taken for sending and receiving the packet is 1.544
seconds.

Fi Bt iew igutn Saurce Betacier um Dusug Droble Taam Teca dindew Haly

Figure7 Simulation Scenarios with the 3 Mobile Nodes
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5.5 Simulation Scenarios with Framework Of 2 Mobile
Nodes

The MANET’s comprises of 2 mobile nodes. Where the
source S is sending the packet to destination node B and
source uses own private key to decrypt the node A packet
and A has own public key. Then node A using his private
key to decrypt the node B packet and so on. This simulation
is done when we implemented Onion Routing Encryption
time taken for sending and receiving the packet is 1.03
seconds.

B

Figure8 Simulation Scenarios with the 2 Mobile Nodes

5.6 Simulation Scenarios With Framework Of 4 Mobile
Nodes When Encrypted Route Is Off And Malicious
Activity Attack

The MANET’s comprises of 3 mobile nodes. Where the
source S is sending the packet to destination node D and
source uses own private key to decrypt the node A packet
and A has own public key. Then node B has act as an
attacker node B updating the route to node X. This
simulation is done when we implemented Onion Routing
Encryption time taken for sending and receiving the packet
is 2.059 seconds.

B iew tanoee Sounee betsctor hun Detsg Prote Tesm Tooks Windaw Help

ending Packet to D

orwarding Packet to A
Current: A
A nh: B

A forwarding Packet to B
Current: B

B updating the route...
B updated route...X
B nh: C

B forwarding Packet to C
Current: C

C nh: X

€ forwarding Packet to X
Current: X

end. ..

Total Time: 2.059 seconds

Figure9 Simulation Scenarios with the 4 Mobile Nodes

5.7 Result Analysis
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Above shown in graph obtained from the Simulation of our
implemented ONION Routing. As we can see for Onion
routing time taken for the dedicate route from source to
destination is for 3 mobile nodes is 1.56 seconds, when
attacker attacks the route time taken for 4 mobile nodes is
2.137 seconds, with the 2 mobile nodes the time taken is
1.061 seconds. As we can see in Simple routing time taken
for the dedicate route from source to destination for 3
mobile nodes is 1.544 seconds, when attacker attacks the
route time taken for 4 mobile nodes is 2.059 seconds, with
the 2 mobile nodes the time taken is 1.03 seconds.
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