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Abstract—Wireless networks are widely popular because of its
broadcast nature, which makes it easily accessible. This ease of
accessibility also makes it vulnerable to eavesdropping, thus
raising security concerns. An information-theoretic viewpoint has
found conditions for reliable and secure communication and
overcomes the disadvantages of traditional cryptographic
techniques. One method that ensures such perfect secrecy is by
cooperative jamming. The jamming signal is such that it degrades
the eavesdropper’s channel without affecting the channel of the
legitimate receiver, thus ensuring security in communication. An
uncoordinated jamming approach such as local nulling does not
require any public information and makes use of only the
helper-receiver channel information. This paper proposes a
scheme which is a hybrid combination of local nulling and phase
shuft beamforming such that the secrecy rate achievable with
local nulling is maximized.

Index Terms— Beam forming, physical layer security, secrecy
rate, uncoordinated cooperative jamming.

I. INTRODUCTION

Security and reliability are two of the most essential
requirements for any type of communication. The mobile and
accessible nature of wireless networks makes it much popular
today. But due to the broadcast nature of the wireless media,
data transmissions are often susceptible to eavesdropping.
Ensuring security of transmission between authorized
transmitters and receivers are quite important, but often
difficult. Claude Shannon laid the theoretical foundation for
secret communication in a system [2]. The security issues
associated with wireless communication were mostly dealt
with cryptographic algorithms at application layer, which
faces challenges in designing such encryption methods that
are reliable. Encryption at the application layer requires key
distribution to be perfectly safe, to provide a high level of
security, which increases the complexity of the system. The
increased importance of security in data transmission has
caused the focus to be shifted to implementations of
algorithms at lower layers, particularly, at the physical layer.
The idea of physical layer security was pioneered by Wyner
[3] who proposed a wiretap channel model where the
eavesdropper channel was a degraded version of the
legitimate channel and introduced the notion of secrecy
capacity.
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Secrecy capacity is defined as maximum rate at which the
legitimate receiver’s decoding error probability tends to zero,
while the eavesdropper’s error probability tends to one [4].
When compared to traditional cryptographic algorithms,
physical layer security has a basically different approach
where security is achieved by exploiting the physical layer
properties of the wireless communication system. It provides
information-theoretic security and cannot be broken even
when the attacker has immense computing power.  The
idea of physical layer security was later extended to a
Gaussian wiretap channel. But it was seen that if the
eavesdropper has a better channel than the receiver the
secrecy capacity is zero [5]. An artificial noise injection
strategy was later introduced to ensure physical layer security
where the noise was transmitted along with the information
signal and orthogonal to the intended receiver [5]-[6]. This
strategy ensured a positive secrecy rate even when the
eavesdropper channel was better than the receiver. The
concept of information-theoretic security was later extended
to multi-user networks i.e. relays and cooperative networks
[7]. Relays may act as both relaying components and
jamming partners to enhance secure transmission or they can
assume the role of unitary to facilitate the jamming of
unintended receivers - called cooperative jamming. The
secrecy capacity in cooperative communication can be
maximized by utilizing trusted relay components through
cooperative jamming. Although schemes using transmit
powers of relays and antenna weights were proposed to
maximize the secrecy capacity, it was essential that the global
channel state information is known, compromising the
security of the system [8]. The transmission of jamming noise
in a cooperative network can be either coordinated, which
requires public information, or uncoordinated, which does
not require public information [9]. In coordinated
cooperative jamming technique, the helpers coordinate with
the legitimate transmitter, Alice and the legitimate receiver,
Bob. Hence, for coordinated cooperative jamming the global
channel state information is made public. In uncoordinated
cooperative jamming scheme the helpers, equipped with
multiple antennas, generate jamming noise such that it does
not affect the destination. Here, no coordination between
helpers is needed. Local nulling is an uncoordinated
cooperative jamming scheme in which each helper
completely cancels its interference at the destination, using
only local information of its channel to the destination [10].
Hence, no global channel state information is required.
Secrecy in cooperative communication was further improved
by combining relaying and cooperative jamming [11]-[12].
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Some of the relays were used to forward the information
using distributed beamforming and the others were used for
jamming the eavesdropper. Initially decode-and-forward and
amplify-and-forward schemes were employed for relay
networks which resulted in sub-optimal solutions [12]. In
most cases, it requires that the channel state information is
perfectly known by the helpers. This makes cooperation more
difficult. This paper proposes a scheme which uses a hybrid
combination of an uncoordinated cooperative jamming
scheme called local nulling and beamforming at the
legitimate transmitter, such that the achievable secrecy rate
can be maximized. The system includes a set of helpers
which transmits interference signals while the source is
transmitting to the legitimate receiver. The scheme is
considered for a SISO system and a MISO system. The
helpers are assumed to know only the information about its
own link to the destination. The eavesdropper channel state
information is assumed to be unknown. The remainder of the
paper is organized as follows. Section Il describes the system
model. Section I gives the details of the proposed scheme.
The experimental results are discussed in Section 1V and
conclusions are presented in Section V.

Il. SYSTEM MODEL

An uncoordinated cooperative jamming scheme called local
nulling is considered here. The helpers, equipped with
multiple antennas each, generate jamming noise that creates
interference to the eavesdropper but does not affect the
destination. No coordination between helpers is needed,;
hence no eavesdropper channel state information is required
at the helpers.
The received signal at Bob and Eve is given by [10],

Y, :\/FOHOX+ZN:hi“ui +n,
@

Y, :\/FOGOX+ZN:Gi”ui+ne )

where, u; is the noise signal transmitted by the ith helper. np
and n.are the AWGN at the receiver. x denotes the message
transmitted from Alice. The system model includes a
Gaussian wiretap channel with a legitimate transmitter,
Alice, an intended receiver, Bob, an eavesdropper, Eve, and a
set of helpers, as shown in Fig.1. The legitimate transmitter,
Alice, transmits to the legitimate receiver, Bob, through the
channel, Ho. The eavesdropper, Eve, intercepts messages
through the channel, Go. The cooperative jamming is done by
a set of N helper-relays, each equipped with N; antennas,
where i = 1... N. hidenotes the channel from helper i to Bob
and gi denotes the channel from helper i to Eve. The source
transmits a message with source power, Poand noise power,
No. The

Alice Ewe

Fig. 1. System model
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signal to noise ratio at the transmitter is taken as y, and the

signal to noise ratio at the kth helper is taken asy, . In the
cooperative jamming scenario considered here, while Alice is
transmitting the message, the helpers transmit noise such that
they remain uncoordinated and does not depend on the
message transmitted from the source. The main aim is to
maximize the secrecy rate achievable using local nulling by
combining it with beamforming. Two cases of beamforming
are considered here i.e. simple transmit beamforming for a
SISO channel, and phase shift beamforming for a MISO
channel. For SISO channel, Alice is assumed to be equipped
with two antennas while for MISO channel, Alice is assumed
to be equipped with a single antenna.

I1l. LOCAL NULLING WITH BEAM FORMING

In cooperative jamming via local nulling, since no
coordination is required between helpers, global channel
state information is not made public. The helpers are assumed
to have information about its own link to the destination.
Each of the helpers transmits noise which is designed such
that it produces a null at the intended destination but degrades
the eavesdropper,
h"u,=0,i=1...N

@)
The noise signal transmitted by each of the helpers is thus
cancelled at the legitimate receiver and gets accumulated at
the eavesdropper. Hence no degradation occurs at the
intended receiver, affecting only the illegitimate receiver
ensuring secrecy while transmitting confidential messages.
The secrecy rate for the nulling scheme [1] is given by the
equation,

R:Iogz(1+yO|Ho|2)

75/Gol
AT Y R

—log,| 1+

Wrtg)e Qi denotes the null space of h/", where h; denotes the

channel from helper, i to the intended receiver. To maximize
the secrecy rate, the mutual information shared between
Alice and Bob must be much larger than the mutual
information shared between Alice and Eve. Beamforming
improves the channel quality of the signal while cooperative
jamming degrades the quality of the eavesdropper channel,
thus resulting in a positive secrecy rate. A beamformer is
equivalent to a spatial filter that represses the unwanted
signal from all directions by destructive interference and
bolsters the desired signal by constructive interference. Here,
a narrowband phase shift beamformer is considered in the
system. A conventional beamformer delays the signal at each
antenna, which is equivalent to multiplying the signal by a
phase factor. Thus, a beamformer controls the phase and
relative amplitude of the signal at the transmitter, such that
the information from different sensors is combined to
increase the array gain, resulting in beamforming in a
particular direction.
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For a SISO channel, the received signal at Bob after
beamforming is given by,
y, =hx+n,

(5)
where h=|h_|e’. Multiplying the signal by the phase factor

results in constructive interference, thus strengthening the
transmitted message signal. Considering a MISO channel
with one receive antenna and two transmit antennas, the
signal received at Bob is given by,

eJ'91
Yo =[h1 h2]|: ]gz:|x+nb

e
(6) _ _
where h =|h|e”*and h, =|h,|e”. The equivalent received
signal after beamforming is given by,

v, = (|| +[h,[)x+n,
(7)

Thus, the equivalent channel after beamforming, |h,|+|h,|,

strengthens the legitimate channel between Alice and Bob
and the cooperative jamming degrades the eavesdropper
channel, ensuring a positive secrecy rate.

1V. EXPERIMENTAL RESULTS

The simulation results for the proposed scheme are presented
in this section. The performance parameter considered here is
the secrecy rate. The simulation platform used is MATLAB.
All the channel coefficients are randomly generated in each
simulation run. h;, the channel from the ith helper to the
receiver and gi, the channel from the ith helper to the
eavesdropper, are taken to be complex Gaussian random
vectors with zero mean. Each of the helper is considered to
have N; = 2 antennas. The SNR at each of the helper is taken
to be 2 dB, considering an individual power constraint at the
helpers, which is more practical. Fig.2 shows the output of
the phase shift beamformer for a SISO channel. Here, a
uniform linear array consisting of 10 elements is considered
with element spacing half of the signal wavelength, acting as
a single antenna. The signal to noise ratio of
source, y, =P, /N, , is calculated from the beamformed

signal. It can be seen that the transmitted signal is much
stronger than the interference signal. The improved strength
of the transmitted signal in the direction of the intended
receiver ensures that the information that is leaked to the
eavesdropper is negligible providing a higher secrecy in
communication. Thus, beamforming when used in
conjunction with local nulling gives a higher value of secrecy
capacity. Fig.3 compares the secrecy rate of a network which
uses local nulling for cooperative jamming, with and without
phase shift beamforming in a SISO channel. The system,
which uses a hybrid combination of local nulling and
beamforming shows an improved performance in terms of
secrecy rate. As the directivity of the transmitted signal
increases, the mutual information shared between the
transmitter and the eavesdropper is considerably reduced.
This maximizes the achievable secrecy rate, resulting in
higher performance than a system which uses only local
nulling. Fig.4 shows the improved performance of the
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cooperative jamming system using phase shift beamforming
in a MISO channel. The transmitter is assumed to be
equipped with two antennas in case of the MISO channel. For
transmit beamforming, the message from each of the transmit
antenna is multiplied with a complex value equivalent to the
inverse of the phase of the channel, ensuring that the signal
constructively interfere at the receiver, resulting in
beamforming in the desired direction, consequently resulting
in a higher secrecy rate. From the figures, it can be seen that
even though the power of the signal is fixed, as the number of
helpers increase, the secrecy rate also increases. This is
because of the power gain contributed by the helper nodes.
The rate of increase of the secrecy rate decreases as the
number of helpers increase, since having reached a high
power, the significance of power gain degrades.
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Fig.2. Output of the phase shift beamformer showing the
transmitted signal with a higher magnitude than the
interference.
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Fig.3. Plotting the secrecy rate of the system vs. the
number of helpers, for a SISO channel.
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Fig.4. Plotting the secrecy rate of the system vs. the
number of helpers, for a MISO channel.

V. CONCLUSION

Cooperative jamming is one of the main techniques that
provide information-theoretic security. The jamming signal
is transmitted by the ‘helper’ nodes, along with the
information-bearing signal such that it degrades only the
eavesdropper channel. It maximizes the transmission rate in
the main channel and the information leaked to the
wire-tapper made negligible; thus increasing the secrecy
capacity. In an uncoordinated cooperative jamming
approach, no coordination between the legitimate transmitter,
the helpers and the legitimate receiver is required. In this
work, an uncoordinated jamming scheme called nulling
scheme has been combined with phase shift beamforming to
improve the achievable secrecy rate. Numerical results shows
the improved performance of the proposed scheme when
compared to a scheme which uses only local nulling and no
beamforming.
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