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Abstract: Semi-blind Image Steganography algorithm 

development proposed by using DC coefficients of DCT technique. 
Create KEY vector and potential block matrix while embedding 
the secret data. Embed one secret character in one DCT block 
using the DC value of each block. Convert DC coefficient to 
binary representation and store positions for secret data. Apply 
JPEG compression on Stego Image. While extracting the secret 
data from compressed Stego Image, with the use of a KEY vector 
extracts secret data bits from potential blocks. After creating 
simulation, perform some test on a standard dataset and compare 
the results with target results. 

 
Keywords: DCT, Image Steganography, JPEG Compression, 

Key Vector, Potential Block Selection, RLE 

I. INTRODUCTION 

As far as development is a concern, three types of Image 
Steganography: Non-blind, Semi-blind and Blind [15]. In 
Non-blind techniques, Cover Image is available at the 
receiver side or Extraction phase. In Semi-blind, part of a 
cover image or some computation, vectors are shared between 
parties. In Blind techniques, Cover Image is not available at 
receiver side or Extraction phase. The main challenge in 
Image Steganography is to extract embedded secret data in 
any situation even though Stego Image suffers through any 
Intentional/non-intentional image processing and 
manipulation operations/attacks [16]. To develop an Image 
Steganography algorithm which withstands against all the 
attacks in one is almost an impossible task [11]. Out of many 
attacks, JPEG lossy image compression attack on Stego 
Image is one of the most challenging attacks concerning 
Image Steganography. It is considered as one of the difficult 
tasks to extract secret data from Stego Image after it suffers 
from JPEG compression attack. As JPEG compression 
algorithm work on DCT technique, it is most likely to 
employ/develop Image Steganography techniques, which 
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utilize the properties of DCT techniques with an 
understanding of that what JPEG compression algorithm does 
with the Image to compress it. Image Steganography 
algorithm performance constrained by three parameters: 
Payload, Imperceptibility, and Robustness [8]. The payload in 
terms of a secret message as a bits insert into Cover Image. 
Imperceptibility in terms of visibility difference between 
Cover Image and Stego Image technically measured by PSNR 
and MSE.Robustness term refers in context to survive 
algorithm against intentional/unintentional JPEG Image lossy 
compression attack. We have developed a Semi-blind Image 
Steganography algorithm for securing text document which 
resists against JPEG compression. 

II.  LITERATURE REVIEW 

As per paper[1] proposed a robust blind image 
watermarking scheme with the use of a combination of DCT, 
SVD, and DWT transform domain with using a logistic 
chaotic map and least-square curve fitting. As per paper [2] 
presents a digital watermarking technique using DCT and 
psycho visual threshold which achieves good imperceptibility 
and robustness for copyright protection. 

As per paper [3] propose a watermarking scheme of 
images with utilizing joint two transforms namely DWT and 
DCT and its properties. As per paper [4] implemented a data 
hiding technique on a digital image with combining 
cryptography and steganography by utilizing PN-Sequence, 
Discrete Cosine Transform (DCT) and One Time Pad (OTP). 
As per thesis [5] proposed A novel approach to robust digital 
image watermarking algorithms using artificial intelligence 
techniques. As per paper [6], the proposed method in a 
compressed Digital Color Image provides hiding a binary 
watermark. The given Color Image is transformed from RGB 
color space to YCbCr and then a middle band of DCT, the 
luminance (Y) component is used for watermarking 
processes. As per paper [7] propose a scheme of watermark 
embedding and extracting based on DCT transform and JPEG 
quantization table. The image is divided into non-overlapping 
8*8 blocks, and each block is transformed by DCT. Then, a 
pair of points with the same quantization value is selected by 
the JPEG quantization table to embed one watermark bit, and 
the adjustment coefficients are adaptively selected by using 
the visual masking property of 
HVS. 
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As per paper [14] used edge entropy methods, optimal 
DCT psychological threshold, and visual entropy. Edge 
entropy and Visual entropy methods provide the most 
significant part to embed secret data. Cover image divides 
into 8*8 blocks, select blocks based on the lowest entropy 
values and modifies middle frequency coefficients of selected 
blocks. 

III. PROPOSED ALGORITHM 

MATLAB R2017a is use for experiments and simulation. 
Standard JPEG Images used like Lena, Baboon, and 
Cameraman etc. with dimensions of 512*512, Gray Scale- 8 
bit depth per pixel. AMD A10-9600p RADEON R5 processor 
with 6GB RAM and Windows 10 Home – 64 bit OS is use. 
 

Proposed Algo. (Embedding): 

Algorithm: Embedding Algorithm 

 Input: Cover Image as JPEG Image, Secret Message  

 Output: Stego Image 

1. Input cover image 512*512(gray scale 8- bit depth), 

standard images like Lena, baboon etc... 

 1.1 IF cover image= color image THEN 

  Convert to Gray scale 

  Store cover image in (I) matrix 

2. Input Secret data file 

 2.1 Read secret data from .txt file 

 2.2 store secret date in (sm) vector 

3. Store the dimensions (M, N) of cover image    

4. Transform Cover Image into 8*8 blocks 

 4.1 convert each block in DCT 

 4.2 consider DC coefficients of each block 

 4.3 create DC coefficients Matrix 

 4.4 Estimate the to be compressed cover image with JPEG 

compression on QF=50 with decoding JPEG algorithm and its 

quantization matrix 

 4.5 create DC coefficients Matrix of step 4.4   

 4.6 Store the size of both DC coefficient Matrix(R, C, R1, 

C1) respectively 

 4.7 Initialize Key Vector as NULL, Initialize 
potential_block = zeros(R, C) 
 

 4.8 For each i=1: R 
 For each j=1: C    

 

4.8.1 IF first 4 bits of Cover Image DC 

coefficients==Estimated DC coefficients && 

contain atleast one ‘0’ and one ‘1’ bit THEN 

   Potential_block (i, j) =1 

 

4.8.2 REPEAT for Each Character (sm 

(smindex)) i.e. 8 bits 

Append index position of desired bits 

sequence in KEY Vector 

END 4.8.2  

  END 4.8.1 

  END 4.8 

5.  Compress secret KEY vector with RLE and make it shared        

global variable 

6.  Make potential_block matrix as shared global variable 

7 Apply IDCT and write the image 

8. Got Stego Image  

9. Apply JPEG Compression attack with different QF=50 

10. Got Compressed/Attacked Stego Image 

 

Proposed Algo. (Extraction): 

Algorithm: Extraction Algorithm 

 Input: Compressed Stego Image, KEY Vector, 

potential_block matrix 

 Output: Secret data 

1. Input Compressed Stego Image and utilize shared 

global variables KEY Vector, potential_block matrix  

2. Initialize (data) and (secstr) vectors as NULL 

3. Decompress secret KEY vector with RLE (which was 

compressed in embedding process) and store (key) variable 

4. Apply DCT and create DC coefficients Matrix of 

attacked/compressed stego image 

5. Store the size of DC coefficients matrix in (R1,C1) 

  

6. For each i=1:R1 

 For each j=1:C1    

6.1 IF potential_block (i, j) ==1 THEN 
   

6.2 REPEAT for Each Character i.e. 8 bits 

  6.2.1 According to Key Vector Position 

  6.2.2 Extract secret data binary bit (one at a time) 

  6.2.3 Append each binary bit to (data) variable 

 END 6.2 

  6.2.4 Convert 8 bits to its equivalent secret data 

character 
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  6.2.5 Append each secret character in (secstr) vector 

  6.2.6 Make (data) to NULL in each iteration   

  END 6.1 

END 6 

7. Write secret data (secstr) vector to .txt file and create 

the file. 

8. Check the similarities/difference of original secret data 

and extracted secret data 

IF CC=1 THEN 

 Secret data are identical 

ELSE 

            Not identical 

IV. RESULTS AND DISCUSSION 

Parameters: 

       1. PSNR and MSE: Compute Peak Signal to Noise 
Ratio between Images in Decibels between two Images. 
Higher PSNR means the quality of a reconstructed image is 
better. The MSE represents the cumulative squared error 
between the reconstructed and the original Image. Lower 
MSE means lower error.  

 

       2. Payload: Size of / No. of Bits  

  i.e. Payload = no. of bits of secret message/no. of bits of 

cover image  

        3. CR:  CR=Stego Image size / Compressed Stego 

Image Size, as CR increases         IQ/QF decreases. 

 Mapping formula to IQ/QF: QF*100/Stego Image 

size=Comp. Stego Image size 

  4. IQ/QF: Max.=100% Min.=1%, as percentage reduces 

Image quality decreases and CR increases  

 Mapping formula to CR: CR*Comp. Stego Image size= 

Stego Image Size 

       5. ER (NCC): Max = 100% or NCC=1, as percentage 

reduces Extraction Rate decreases 

 
Table 1. Target Result Set 

Sr.N
o. 

Cover Image Payload 
(bits) 

PSNR 
(db) 

CR/IQ 
(JPEG) 

NCC/ER 
Ref. 

1 

512*512 
(gray scale 8 bit 

depth) 

1024 40.07 

IQ=10, 
20, 
30, 
50, 
70 

0.8382, 
0.8502, 
0.8867, 
0.9449, 
0.9859 

[1] 

2 1024 45.689 

IQ=30, 
40, 
50, 
60, 
70 

0.7769, 
0.8733, 
0.9990, 

1, 
1 

[2] 

3 1024 43 IQ=60 0.9734 [3] 

4 1024 54.362 
IQ=50, 

75 
0.934, 
0.995 [4] 

5 1024 44.85 

IQ= 
100, 
90, 
80, 
60, 

40,20 

0.8957, 
0.8347, 
0.8173, 
0.5726, 
0.5654, 
0.3931 

[5] 

 

6 4096 40.16 

IQ= 
50, 
60, 
70, 
80, 
90 

1 for all IQ 

[6] 
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Sr.N
o. 

Cover Image Payload 
(bits) 

PSNR 
(db) 

CR/IQ 
(JPEG) 

NCC/ER 
Ref. 

7 4096 37.392 

IQ= 
45, 
55, 
65, 
75, 
85, 
99 

0.7482, 
0.8137, 
0.9403, 
0.9967, 
0.9983, 
0.9983 

[7] 

 
Table 2. Proposed Algorithm Result 

Cover 
Image 

Payload 
(bits) 

PSN
R 

(db) 

CR/IQ 
(JPEG) 

NCC/
ER Ref. 

512*5
12 

(gray 
scale 8 

bit 
depth) 

24768 
79.
60 

IQ=50 1 
Proposed 
scheme 

 
 

 
Fig 1. PSNR comparison chart 

 
Fig 2. CC comparision chart 

 

 
Fig. 3 Payload comparison chart 

V. CONCLUSION 

 
We have proposed Image Steganography algorithm 

development using DCT techniques. It is considered as 
Semi-blind Image Steganography technique. We have 
implemented and compared our results with other results. Our 
results prove that our system outperforms the existing 
techniques available in the targeted comparison data set. In 
the future, one can improve our proposed results and aims to 
reach Blind Image Steganography development with 
improving all the considered three parameters like robustness, 
payload, and imperceptibility.  
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