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Abstract: In today’s world, confidential information is growing 

due to various areas of works. Internet is the main area of 

transmission of digital data, so security must be more considered. 

Two common ways of providing security is cryptography and 

steganography. Employing a hybrid of cryptography and 

steganography enhances the security of data. This paper employs 

LSB (Least significant Bit) as the steganography algorithm and 

AES, RSA, DES, 3DES, and Blowfish algorithms as 

cryptographic algorithms to encrypt a message that should be 

hidden in a cover image. The results are represented in the form of 

execution time, PSNR (Peak Signal to Noise Ratio), MSE (Mean 

Square Error) and the histogram of main and covered image. The 

experimental results reveal that all the algorithms achieve 

appropriate quality of stego image. They can be used as 

cryptographic algorithms to encrypt a message before applying 

steganography algorithms. 

 
Index Terms: Steganography, LSB, AES, RSA  

I. INTRODUCTION 

Two main techniques of security area are Cryptography 

and Steganography. Cryptography converts original 

information (plaintext) into encrypted information (cipher 

text) while in steganography, the message which should be 

secret is hidden into the cover medium which can be image. 

Steganography is a Greek word which means "covered 

writing". Cryptography is also a Greek word which means 

"secret writing"[1].  

While the applications on insecure communication 

environments are increasing by the time, Cryptography has 

become one of the most important aspect of digital word [2]. 

There are two common way of cryptography including 

symmetric key and asymmetric key (public key). Symmetric 

key uses the same key for encryption and decryption. 

Asymmetric key employs two keys. Public key for 

encryption and private key for decryption [3].   

Steganography is an effective way to hide data. It can be 

used in various applications including social, scientific and 

governmental applications [4]. Steganography is classified 

into three categories [5]-[8], pure steganography which has 

no key, secret key steganography with the key which 

communicating parties exchange the key and public key 
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steganography with a public key and a private key. 

Various techniques are available for cryptography and 

steganography. In this paper, five different algorithms 

including AES, RSA, DES, 3DES, and BLOWFISH as 

cryptography technique and LSB as steganography are 

employed. Using LSB as steganography algorithm, human 

cannot realize the small changes in patterns visually [9]. 

Different works on the selected algorithms as cryptographic 

algorithms and LSB as steganography algorithm are done but 

there is no work which employs all these algorithms at the 

same time and on the same environment to compare them on 

different factors including encryption and decryption time, 

SNR (Signal to Noise Ratio), PSNR (Peak Signal to Noise 

Ratio), MSE (Mean Square Error) and the histogram. AES, 

DES, 3DES, and BLOWFISH are employed as symmetric 

algorithms and RSA is employed as asymmetric algorithm 

while it is secure using greater key length [10]. The papers 

including [1], [11]-[19] are based on AES and LSB as their 

approach. Authors of [15], [19], [20]-[22] employed DES and 

LSB to hide their information. Researchers of [23-24] 

worked on 3DES and LSB. The authors of [25]-[27] issued 

implementations of Blowfish and LSB to have secure data. 

RSA is used as cryptographic algorithm in [14], [19], [20], 

[24], [28]-[31]. Nazeh Abdul Wahid et al. only compared 

DES, 3DES, AES, RSA, and Blowfish based on Guessing 

Attacks Prevention. Their experimental results show that the 

perfect choices are: blowfish algorithm in case of time and 

memory, AES algorithm for confidentiality and integrity, 

DES as the demand of the application for the network [32]. 

In this paper, first encryption of data is done by using AES, 

RSA, DES, 3DES, and Blowfish algorithms which are the 

most common techniques. Thence the encrypted message is 

hidden using LSB approach. This method provides two layers 

of security and it gets harder for the intruders to figure out the 

original message. Combination of steganography and 

cryptography enhance the guarantee of protecting data. The 

Experimental results reveals appropriate quality of stego 

image.  

II. PROPOSED METHOD 

In this paper the cryptographic algorithms are the java 

programs that are imported in MATLAB area. First, the 

message is converted to ASCII code. Then the key is 

generated based on the algorithm that is considered. The key 

generation of RSA is different from AES, RSA, DES, 3DES, 

and Blowfish.  
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The RSA is a public key algorithm and needs two different 

keys; one for encryption and the other one for decryption. 

Thence the message is encrypted with the mentioned 

algorithm which is based on java and is imported in 

MATLAB. The cover image is converted to grayscale and the 

encrypted message (cipher text) is fed into the LSB algorithm 

employing the image. The LSB algorithm is implemented in 

MATLAB. The results of LSB algorithm are converted to an 

image to be visible. The result is the hidden of encrypted data 

in the cover image. LSB stands for Least Significant Bit. LSB 

is the easiest way of image steganography [28]. In this 

algorithm, the least significant bit of each pixel which is the 

8th bit is considered for the encrypted message. The changes 

in image are not realizable by eyes of human. The following 

procedure shows the flow of method. 

1. Convert the message to ASCII code 

2. Key generation 

3. Encryption of message (AES, RSA, DES, 3DES, 

Blowfish) 

4. LSB algorithm (encrypted message, cover image)  

5. Convert the result to a visible image 

III. EXPERIMENTAL RESULTS 

In this paper, the cover images are from USC-SIPI [33] 

dataset for experiments. Two images are selected as cover 

images which are shown in Fig. 1.  

The images are considered to be 512×512 pixels. The 

message which is considered to be encrypted with the five 

mentioned algorithm is around 1Kbits. The plaintext is the 

same for all five cryptographic algorithms. The first 

comparison is based on encryption time including key 

generation which are depicted in Table I. These 

implementations are on MATLAB(R2016a) which import 

java programs of five algorithms. The implementations of 

five algorithms are performed on the same environment 

 

                 
 (a) (b) 

Fig. 1. (a) Peppers (b)Baboon cover images. 

 
Table I. Encryption time of AES, RSA, DES, 3DES, and Blowfish 

Algorithm Key length 

bits 

Encryption time 

seconds(s) 

AES 128 0.003851 
DES 56 0.003064 

3DES 168 0.003734 
Blowfish 128 0.003357 

RSA 2048 0.095579 
The key length for each algorithm is considered as the 

most common key length that are still secure and employed in 

applications. The results represent that the worst encryption 

time including key generation is for RSA cryptographic 

algorithm. It is a public key algorithm and needs two key for 

operation. In the following, the time of decryption of 

algorithms are shown in Table II. 
 

Table II. Decryption time of AES, RSA, DES, 3DES, and Blowfish 

Algorithm Key length 

bits 

Decryption time 

seconds(s) 

AES 128 0.000691 

DES 56 0.000650 

3DES 168 0.001036 

Blowfish 128 0.000766 

RSA 2048 0.001203 

The decryption time is less than encryption time due to the 

key generation is not considered in these times. 

The other quality metrics used to evaluate the 

steganography employing the five cryptographic algorithms 

and the LSB technique are the signal-to-noise ratio (SNR), 

peak signal-to-noise ratio (PSNR) and Mean Square Error 

(MSE). PSNR value defines the image quality. The more the 

PSNR value is, the higher quality the image has. The PSNR 

value should not be less than 30dB in decibels [15].  

MSE indicates the degree of differences or similarity 

between original image and steganography image. The less 

the MSE value of an image is, the better the quality and 

distortion from the original is [18].  

                    (1) 

Where, M is the total number of rows, N is total number of 

columns, (r,c) are rows and columns respectively, T is 

original image T' is the changed image. 

Peak Signal to Noise Ratio (PSNR) is the ratio between 

maximum possible power and corrupting noise that corrupts 

the representation of the image.  Higher is the value, better is 

the quality of the image [12]. 

                     (2) 

R is the maximum fluctuation in the input image data type. 

Table III depicted The SNR, PSNR and MSE values of AES, 

RSA, DES, 3DES and Blowfish algorithms and peppers 

image as the cover image. 

 
Table III. The SNR, PSNR and MSE values of AES, RSA, DES, 

3DES, and Blowfish and Peppers as cover image 

Algorithm SNR PSNR MSE 

AES 66.4513 72.1878 0.0039 

DES 66.5623 72.2989 0.0038 

3DES 66.5623 72.2989 0.0038 

Blowfish 66.4555 72.1920 0.0039 

RSA 66.4724 72.2090 0.0039 

 
Table IV. The SNR, PSNR and MSE values of AES, RSA, DES, 

3DES, and Blowfish and Baboon as cover image 

Algorithm SNR PSNR MSE 

AES 66.8265 72.2644 0.0039 

DES 66.7753 72.2132 0.0039 

3DES 66.8870 72.3249 0.0038 

Blowfish 67.0465 72.4845 0.0037 

RSA 66.7838 72.2217 0.0039 
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The best results are obtained by high PSNR and less MSE. 

Table IV depicted The SNR, PSNR and MSE values of AES, 

RSA, DES, 3DES, and Blowfish algorithms and Baboon 

image as the cover image.  

The results using of AES, RSA, DES, 3DES, and Blowfish 

algorithms as cryptographic algorithms and LSB as 

steganography algorithm using Peppers and Baboon images 

as cover images illustrates perfect values. The Stego images 

of using Peppers and Baboon are shown in Fig. 2 and Fig. 3 

respectively. 

                   
                 (a)                                                     (b)                    

                                                     
                 (c)                                                     (d)              

 
(e) 

Fig. 2 Stego images of employing (a) AES (b) DES(c) 3DES (d) 

Blowfish (e) RSA, and Peppers as cover image 

                    
                      (a)                                                     (b)   

                   
                  (c)                                                     (d)           

 
(e) 

Fig. 3 Stego  images of employing (a) AES (b) DES(c) 3DES (d) 

Blowfish (e) RSA, and Baboon as cover image 

Fig. 1 shows the input cover images of size 512 × 512 

whereas Fig. 2 and Fig. 3 illustrates the resulting stego 

images employing AES, RSA, DES, 3DES, and Blowfish 

algorithms. 

Histogram analysis between the cover image and stego 

image are illustrated to measure robustness against common 

statistical attacks [34]. The histogram of stego images and the 

histogram of cover image are compared in Fig. 4 and Fig. 5. 

The analysis results represent that there is no significant 

difference in histograms of the cover and stego images.  

 

 
            (a)                          (b)                          (c)                               

  
            (d)                          (e) 

Fig. 4 Histogram of Peppers cover image employing (a) AES (b) 

DES(c) 3DES (d) Blowfish (e) RSA  

   
                (a)                          (b)                          (c)    

        
            (d)                          (e)                      

Fig. 5 Histogram of Peppers stego image employing (a) AES (b) 

DES(c) 3DES (d) Blowfish (e) RSA  

IV. CONCLUSION 

In this paper, cryptography and steganography are 

combined to achieve higher security. The cryptographic 

algorithms are AES, RSA, DES, 3DES and Blowfish 

algorithms and the steganography technique is LSB. First, the 

data is encrypted via the mentioned algorithms. Then the 

secret message is embedded into the LSB algorithm to be 

hidden in a cover image. The experimental outcome of the 

method is performed on MATLAB. The execution time of 

RSA is more than the other algorithms due to it is a public 

key algorithm. Two error metrics are employed to compare 

the quality of cover image and the stego image. The high 

PSNR and low MSE represent the satisfaction of employing 

these algorithms for the first step of the method. The 

encrypted message is also not easily detected by the 

difference histogram analysis while employing cryptographic 

algorithms for the first step of steganography.  
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